. When Recognition Matters

PECB Certified OCTAVE
Risk Manager

Develop the necessary skills to perform risk assessment using the
OCTAVE Allegro Method

Why should you attend?

OCTAVE Allegro Risk Manager training enables you to develop the necessary competences to support organizations in improving
the Information Security Risk Assessment Process based on the OCTAVE Allegro Method. Moreover, you will have the opportunity
to acquire the necessary skills to establish risk measurement criteria, develop information asset profile, identify information asset
containers, identify areas of concerns, identify threat scenarios, identify risks, analyze risks, and select mitigation approaches.

Based on practical exercises and case studies, you will have the opportunity to acquire the necessary knowledge and skills to
perform an optimal identification, evaluation, and information security risk assessment based on the OCTAVE Allegro Method. This
training fits perfectly in the framework of the ISO/IEC 27001 standard implementation process.

After mastering all the concepts of risk assessment using the OCTAVE Allegro method, you can demonstrate that you have the

practical knowledge and professional capabilities to support an organization in performing a risk assessment using the OCTAVE
method.
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Course agenda Duration: 2 day.

Individuals participating in risk assessment activities using the OCTAVE method

Managers seeking to acquire the necessary skills to perform qualitative risk evaluation

Managers seeking to develop the necessary skills for identification of assets, vulnerabilities and threats to those assets
Individuals seeking to support organizations to determine and evaluate potential consequences of threats

Day 1 | Introduction to risk assessment and Steps 1 to 3 of OCTAVE Allegro method
Day 2 | Steps 4 to 8 of OCTAVE Allegro method and final conclusions

Learning objectives

Understand the basic concepts of Information Security risk management
Understand the main steps of the OCTAVE Allegro risk assessment method
Interpret the requirements for OCTAVE Allegro

Gain the ability to perform a risk assessment based on the OCTAVE Allegro method
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For more information about exam details, please visit Examination Rules and Policies.

General information

» Training material containing over 350 pages of information and practical examples will be distributed
» A participation certificate of 21 CPD (Continuing Professional Development) credits will be issued

For additional information, please contact us at marketing@pecb.com or visit www.pech.com I
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